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JTEPKABHOI CJIVKBU CIEIIAJILHOTO 3B’SI3KY
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EKCHOEPTHU BUCHOBOK
Jlata Bumayi: %.03.2020 M. KuiB

Bupaumii: ToBapuctsy 3 0OMexeHOI0 BimmoBifamsHicTio «kABTOP» (ko €JIPTIOY 32248356)

Ha MifCTaBi pimeHHst ExcriepTHOI KOMicil 3 MHTaHB IPOBEAEHHS NEPKABHOI eKCHepTH3H B cdepi
xpunrorpapiuHoro 3axucty indopmanii JlepxaBHOI ClyXOH CIEMiaTbHOTO 3B'S3KY Ta 3aXHCTY
indopmanii Ykpainu, mpotokon Bix 26.02.2020 Ne 441.

O6’ext excneprusu: KJIFOUI EJIEKTPOHHI « SECURE TOKEN-338».

Pospobnenuii (Burotosnenmii): ToBapucTBoM 3 o0OMexeHOIO BigmoBimampHicTio «ABTOP»
(xom €/IPTIOY 32248356).

Excnieprauii 3aknan: Aaminictpamis JlepxaBHOI CIyOH CIELianbHOTO 3B’A3Ky Ta 3aXHCTY
indopmarnii Ykpainu (xox €IPTIOY 34620942).

1.B o00’exTi excmepTH3d Kpunrtorpadidei airopuTMH peai3oBaHO BiANOBIJHO O BHMOT
ACTY I'OCT 28147:2009, ICTY 7624:2014 (Kaymua-128/128, Kanuna-128/256 y pexumax ECB,
CFB, CMAC, CBC, KW), JCTY 7564:2014 (y pexumax Kynuna-384, Kymuna-512),
I'OCT 34.311-95, NCTY 4145-2002 (y mnoniHOMialbHOMY Ta ONTHMAIBLHOMY HOPMAILHOMY
6Gasucax, 3 JOBXHHOI Kiroua 163-509 6it).

2. B 00’€eKTi eKcrepTH3H aNrOpUTM IeHepallii BUIaJKOBHX IOCIII0BHOCTEH BilmoBifae momaTky A
JCTY 4145-2002.

3.B 00’exTi eKcmepTH3H NPaBUIBPHO peati3oBaHO Kpunrorpadiuni anropuT™Mu IMHGPYBAHHS
TDEA, AES, DES, susnaueni JICTVY ISO/IEC 18033-3:2015 (8 pesxumax CBC, ECB i CFB,
susHadeHux JJCTY ISO/IEC 10116:2015).

4.B 00’€kTi eKCmepTH3HM IIPaBHIBHO peali3oBaHO KpunTorpadiunmii airopuTM TellyBaHHS
SHA-1, SHA-256, Buznaueni JICTY ISO/IEC 10118-3:2005.

5. B 00’€exTi ekcnepTH3y NPaBUIIBHO peaTi3oBaHo Kpuirrorpadiunuii anroputm mudpysasss RSA,
BusHaueHui B PKCS#1 v2.1 RSA Cryptography Standard (3a cxemoro RSAES-PKCS1-v1_5).

6.B 00’€kTi excnepTH3H NpPaBHIBHO Peali30BaHO KPHITOrpadiuHhii aIrOpHTM eIeKTPOHHOTO
uudposoro migmucy RSA, Busnauenuit PKCS#1 v2.1 «RSA Cryptography Standardy
(3a cxemamu RSASSA-PSS, RSASSA-PKCS1-v1_5, 3 nosxunoro kmoua 1024-4096 6it).

7.B  o0’ekTi  excHepTH3HM  TpPAaBHIBHO  peani30BaHO  KPHITOrpaQiyHuii  anropuT™
(opmyBanHs Ta mepeBipsHHA enekTpoHHOro wuposoro miamucy ECDSA, Bu3HAYeHHMI
JCTY ISO/IEC 14888-3:2015 (3 momxuHO0 Kiroya 192-521 6it).

8.B 00’ekTi excrepTHsH airopuT™M BHpoOIeHHs iMmitoBcraBku MAC srimao anroputmy DES,
TDEA peanizoano simnosigao no FIPS PUB 81 Federal Information Processing Standards
Publication 81 (B pexxumi MAC-CBC).
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9.B of’exti excrmepTH3M anroput™M BUpOOIeHHs imiToBcTaBkm MAC 3rimmo anroput™my AES
peamizoBaHo BimmoBimHO g0 NIST 800-38A NIST Special Publication (B pexumi
MAC-CBC).

10. B 00’€KTi eKkcepTH3u NPaBHIBHO peaTi30BaHO anroput™ BHpoONeHHs iMiToBcTaBku CMAC
3rigHo anroputMy AES Bixnosizmo n0 NIST Special Publication 800-38B (B pexxumi CMAC).

11. TTopsfiok BHpOGIICHHS CEaHCOBHX KIIIOYIB IS mrbpyBanHs JaHHX B 00 €KTi eKCIepTH3n
peaiizoBaHO BiNmOBINHO 10 mokymeHnTa «3acobu K3I. Metommka BUPOOJIEHHS CEaHCOBOIO KJIIOYa,
aBTeHTH(iKallii, TIeHepyBaHHs BHIIANKOBHX MOCIIZOBHOCTEH Ta KOHTpOImo 3acobiB  K3I
AYCA.460709.001%».

12. B 06’exTi eKcnepTH3H OGYHCIEHHS CILIBHOTO CEKPETy Uil KpUOTOrpadidHOro MpPOTOKOIY
Hidpdi-T'ennmana, mo 6a3yerses Ha KpEmTOrpadiuamx NIEPETBOPEHHSX y IPYIi TOYOK EJIITHYHOT
kpuBoi (ECDH), mo peamizoBani Ta BHKOPHCTOBYIOTBCS B 06’€KTi €KCIIEPTU3H, BiIMOBIIAIOTH
BMMOTaM Hakaszy AnMiHicTpanii [[epxaBHOi cIysk6H CIemiaTsHoro 3B’SI3Ky Ta 3aXHCTy iH(popMarii
Yxpainum Big 18.12.2012 Ne 739 «IIpo 3aTBepmxeHHs Bumor no ¢dopmariB kpunrorpadiuHEX
TIOBi/IOMJIEHBY, 3aPEECTPOBAHOrO y MiHicTepcTBi rocTHIi VYkpaiau 14.01.2013 3a Ne 108/22640, ta
JCTY ISO/IEC 15946-3:2006.

13. O6’ekT excmeprusu BinmoBizae BuMoram TexHiuHoro s3apmamHs T3.AUCA.467649.062-01
i3 lonosrennsam Ne 1 10 HBOTO, B 9acTHHI pearizarii (ynkuiit xpunTorpadiyHuX MEpeTBOpeHS.

14. O6’ext excnepTusy sk 3aci6 KpunTOrpadidHOro 3axucTy Buny «B» (kareropiit «I1I», «K», «Py,
«II») Moxe OyTH BHKOPHCTaHHI, 5IK CKJIAI0BA YACTHHA IIPH 1o0y0Bi 3aco6iB KpumTorpadiyHoro
3axucry inpopmanii BUIIB «A» Ta «By, Ipu3HAYEHHX IS KpunrorpadgivyHoro 3axucry inpopmarnii 3
OOMEXeHHM nocTymoM (KpiM ciyx6oBoi indopmarii Ta iHOpMAii, IO CTAaHOBHTH JEPKABHY
TAEMHHIIIO), Ta BiAKPHUTOI iH(OpMaIii, BAMOra MOo/I0 3aXKCTY SIKOi BCTAHOBJICHA 3aKOHOM.

15. O6’exr excriepTn3n, sk 3aci6 KpunTorpadigaoro 3axucTy BUy «B» (kaTeropii «I1») moxe Gyru
BHKODUCTAHHUH SK CKJIaJ0Ba YaCTHHA IIpH 106y N0BI 3aC06iB KpumrorpadiyHoro 3axucTy iH(popmarii
BHAIB «A» Ta «bB», mpu3HaueHHX mms KpunTorpadiuHoro 3axXuCTy iHbopMamii 3 oOMexeHHM
MoCTynoM (KpiM iHdopMarnii, mo cTaHOBHTHL AepiaBHY TaEMHHIIO), Ta BIAKpUTOI iH(opMmamii,
BUMOT IOJI0 3aXUCTY SIKOT BCTAHOBJIEHA 3aKOHOM.

Oco6miBi ymMOBH (pexoMenartii):

1. O6’exT excmepTHsm BinmoBimae ymoBaM IyHKTY a) Kpunrorpadiunoi npumitkn no Yactunu
Apyrol «3axucT iHdopmanii» po3ainy 5 €auHOrO CMHCKY TOBapiB MOBIHHOIO BUKOPHUCTAHHS, IO
MOXYTh OyTH BMKOPHCTaHi y CTBOPEHHI 3BHYAHUX BHIB 030pO€HB, BifiCHKOBOI 4M CHEI[aTbHOT
TEXHIKH, HaBefeHoro y Jlomatky 1 mo «Ilopsinky 3miMCHEHHS JAEepKAaBHOTO KOHTPONIIO 3a
MDKHADOJZHUMH TIEpEadaMyl TOBapiB MOABIMHOrO BHKODHCTAHHSY, 3aTBEPIPKEHOTO TTOCTAHOBOIO
KabGinery Minictpis Ykpainu Big 28.01.2004 Ne 86.

2.Jlis eKCIepTHOTO BHMCHOBKY IOMIMPIOETBCA HA 3pasKH  06’eKTa €KCIIEPTU3H, BUTOTOBJIEHI
BiIMOBi/THO 10 TexHiuHMX yMOB TV YV 26.2-32248356-029:2020.

Tepmin nii exciepTHOro BUCHOBKY — 110 17.01.2025.
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